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(57) [Abstract] 
[Objective] 

To prevent an undetermined fault caused during execution 
of a program from being reproduced. 
[Means for Solving the Problems] 

A fault inquiry program 21 receives fault-related 
information regarding an A-company' s middleware 11 (24) (which 
includes information regarding contents of definition files of 
a client PC 1 and information regarding a program that is 
being executed by the client PC 1) . If the fault inquiry 
program 21 cannot identify a cause of the fault through a 
fault management database 22, the fault inquiry program 21 
instructs a resource distributing program 23 to supply the 




client PC 1 with a program J ~ha'c replaces the A-company's 
middleware 11, which causes the fault. The resource 
distributing program 23 refers to a replacement table 25 and 
identifies the replacement program, which is a B-company' s 
middleware 26. The resource distributing program 23 instructs 
the client PC 1 to uninstall the A-company's middleware and 
install the B-company' s middleware 26 (14), and supplies the 
B-company' s middleware 26 to the client PC 1. 



- 2 - 



[Scope of Claims] 
[Claim 1] 

A fault recovery process, wherein a fault recovering 
portion receives fault-related information when a fault is 
caused during execution of a program and supplies fault 
recovery information corresponding to the fault-related 
information to a program executing member that is executing 
the program, the process being characterized in that: 

the fault recovering portion produces an instruction to 
use a different program that replaces the program as the fault 
recovery information when a cause of the* fault is not 
identified . 
[Claim 2] 

The fault recovery process as set forth in claim 1, 
characterized in that the fault recovering portion supplies 
the program executing member with the different program that 
replaces the program. 
[Claim 3] 

A fault recovery system that includes a fault recovering 
portion, which receives fault-related information when a fault 
is caused during execution of a program and supplies fault 
recovery information corresponding to the fault-related 
information to a program executing member that is executing 
the program, wherein the system is characterized in that: 

the fault recovering portion produces an instruction to 
use a different program that replaces the program as the fault 
recovery information, when a cause of the fault is not 
identified . 
[Claim 4] 

The fault recovery system as set forth in claim 3, 
characterized in that the fault recovering portion supplies 
the program executing member with the different program that 
replaces the program. 
[Claim 5] 

A computer-readable program recording medium that stores 
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a second program performed in ^ fault recovery process, 
wherein the fault recovery process includes a fault recovering 
portion that receives fault-related information when a fault 
is caused during execution of a first program and supplies 
fault recovery information corresponding to the fault-related 
information to a program executing member that is executing 
the first program, the recording medium being characterized in 
that : 

the second program enables a computer to produce an 
instruction to use a third program that replaces the first 
program as the fault recovery information when a cause of the 
fault is not identified. 

[Detailed Description of the Invention] 
[0001] 

[Industrial Field of Application] 

The present invention relates to processes for recovering 
a fault caused during execution of a program, and, more 
particularly, to processes for recovering a fault when a cause 
of the fault is not identified by a fault recovering portion, 
which sends fault recovery information to a program executing 
member. 

[0002] 

Generally, causes of faults in computer systems are not 
always identified. For example, if a reproduction test cannot 
be performed as in the case of a timing fault, a cause of the 
fault cannot be identified. However, regardless whether or 
not a cause of a fault is identified, it is required that a 
fault recovering portion supplies a program executing member, 
which is executing a program that causes the fault, with fault 
recovery information. In accordance with the fault recovery 
information, the program executing member proceeds to a 
procedure for preventing the fault from being reproduced. The 
present invention is to satisfy this requirement. 
[0003] 

In this specification, the term "fault recovery 
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inf orma tion" indicates information regarding a cause of a 
fault, information regarding a fault recovery operation, and 
the like. Further, hereinafter, a client-server system in a 
multi-vendor environment is referred to as an example of a 
computer system. 
[0004] 
[Prior Art] 

Fig. 4 is a block diagram indicating a conventional fault 
recovery process executed by a client-server system when a 
fault is caused. The block diagram includes a client PC 1, a 
client-side A-company' s middleware 11, a monitor program 12, 
an information collecting/informing program 13, a server 2, a 
fault inquiry program 21, a fault management database 22, a 
resource distributing program 23, and a server-side A- 
company's middleware 24. The client-side A-company' s 
middleware 11 is a program such as a database management 
system, a communication management system, a software 
development assisting tool, a word processing program, and a 
graphic processing program. The client-side middleware 11 is 
executed by the client PC. The server-side A-company' s 
middleware 24 is retained by the server. 
[0005] 

The fault recovery process of Fig. 4 includes the 
following steps. 

(531) The monitor program 12 detects a fault caused by 
the client-side middleware 11, which is being executed by the 
client PC 1, and informs the information collecting/informing 
program 13 of the fault. 

(532) The information collecting/informing program 13 
collects information regarding contents of various definition 
files of the client PC 1 and information regarding the program 
that is being executed by the client PC 1. The information 
collecting/informing program 13 then sends the information to 
the server 2 as fault-related information. 

(533) The fault inquiry program 21 of the server 2 
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attempts to identify a cau *^ cf the fault corresponding to the 
fault-related information with reference to the fault 
management database 22. If the cause of the fault is 
identified, the fault inquiry program 21 informs the 
information collecting/informing program 13 of the cause. In 
contrast, if the cause is not identified, the fault inquiry 
program 21 does not send any response to the information 
collecting/informing program 13 . 
[0006] 

[Problems that the Invention is to Solve] 

As described, in this fault recovery process, the fault 
inquiry program (the fault recovering portion) of the server 
receives the fault-related information. The fault-related 
information includes the information regarding the contents of 
the definition files of the client PC (the program executing 
member) , which causes the fault, and the information regarding 
the program that is being executed by the client PC. If the 
fault inquiry program cannot identify the cause of the fault, 
the server does not send any fault recovery information to the 
client PC. 
[0007] 

Thus, the client PC is not allowed to proceed to a fault 
recovery process. As a result, if the client PC is later 
operated in the same program executing environment as the one 
in which the fault has been produced, the fault is reproduced. 
[0008] 

Accordingly, it is an objective of the present invention 
to enable a fault recovering portion to instruct a program 
executing member to use a replacement program for a program 
that causes a fault and distribute the replacement program to 
the program executing member, thus preventing the fault from 
being reproduced, even if the fault recovering portion cannot 
identify a cause of the fault in accordance with fault-related 
information of the program executing member. 
[0009] 
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[Means for Solving the Problems] 

To solve the above-described problem, the present 
invention is configured as follows. 

(1) A fault recovery process includes a fault recovering 
portion that receives fault-related information when a fault 
is caused during execution of a program and supplies fault 
recovery information corresponding to the fault-related 
information to a program executing member that is executing 
the program. The fault recovering portion produces an 
instruction to use a different program that replaces the 
program, which causes the fault, as the fault recovery 
information, when a cause of the fault is not identified. 

(2) The fault recovering portion supplies the program 
executing member with the different program that replaces the 
program, which causes the fault. 

[0010] 

As described in item (1), in the present invention, if 
the fault recovering portion cannot identify the cause of the 
fault in accordance with the fault-related information from 
the program executing member, the fault recovering portion 
instructs the program executing member to use the replacement 
program for the program that causes the fault. This prevents 
the fault from being reproduced when the program is re- 
executed . 
[0011] 

Further, as described in item (2) , the fault recovering 
portion supplies the program executing portion with the 
replacement program for the program that causes the fault. 
This makes it easy to install the replacement program. 
[0012] 

The present invention also relates to a computer readable 
program medium that stores programs for allowing a computer to 
perform the above functions. 
[0013] 

[Embodiment] 
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An embodiment of the .:r rj Ljnt invention will now be 
described with reference to Figs.l to 3. 
[0014] 

Fig. 1 is a block diagram indicating a fault recovery 
process executed by a client-server system if a fault is 
caused by a program that is executed by the system. The block 
diagram corresponds to that of Fig. 4. 
[0015] 

The block diagram of Fig. 1 includes a client PC 1, a 
client-side A-company' s middleware 11, a monitor program 12, 
an information collecting/informing program 13, a client-side 
B-company' s middleware 14, an uninstalling program 15, an 
installing program 16, a server 2, a fault inquiry program (a 
fault recovering portion) 21,. a fault management database 22, 
a resource distributing program 23, a server-side A-company' s 
middleware 24 (corresponding to the client-side A-company' s 
middleware 11) , a replacement table 25, and a server-side B- 
company's middleware 26 (corresponding to the client-side B- 
company's middleware 14). The client-side A-company' s 
middleware 11 is executed by the client PC 1. When a fault is 
caused during execution of the A-company' s middleware 11, the 
client-side B-company' s middleware 14 replaces the A-company' s 
middleware 11 in accordance with an instruction from the 
server 2. The server-side A-company' s middleware 24 is 
retained by the server 2. The replacement table 25 indicates 
replacement middleware programs. The server-side B-company' s 
middleware 26 is retained by the server 2. The B-company' s 
middleware 26 is a replacement program for the A-company' s 
middleware 24 . 
[0016] 

In this embodiment, the fault recovering portion 
corresponds to the fault inquiry program 21 and the resource 
distributing program 23. 
[0017] 

The difference between the block diagram of Fig. 1 and 
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that of Fig. 4 includes the following facts: 

* The block diagram of Fig. 1 includes the client-side B- 
company's middleware 14, the uninstalling program 15, and the 
installing program 16, which are not included in the block 
diagram of Fig. 4. 

- The block diagram of Fig. 1 includes the replacement 
table 25 of the server 2 and the server-side B-company' s 
middleware 26, which are not included in the block diagram of 
Fig. 4. 

• The fault inquiry program 21 and the resource 
distributing program 23 of the server 2 in the block diagram 
of Fig. 1 have different functions from those of the block 
diagram of Fig. 4. 

[0018] 

The fault management database 22 stores data regarding 
the relationship between causes of a fault and fault-related 
information (information regarding contents of definition 
files of the client PC 1 and information regarding a program 
executed by the client PC 1), The replacement table 25 stores 
a list of replacement middleware programs. 
[0019] 

Fig. 2 is a flowchart indicating the fault recovery 
process. The process includes the following steps: 

(511) The monitor program 12 detects a fault caused by 
the client-side A company's middleware 11 that is being 
executed by the client PC 1, and informs the information 
collecting/informing program 13 of the fault. The fault 
recovery process then proceeds to the subsequent step. 

(512) The information collecting/informing program 13 
collects information about contents of definition files of the 
client PC 1 and information about the program that is being 
executed by the client PC 1. The information 
collecting/informing program 13 supplies the collected 
information to the server 2 as fault-related information. The 
fault recovery process then proceeds to the subsequent step. 
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(513) The fault inquiry program 21 attempts to identify a 
cause of the fault corresponding to the fault-related 
information with reference to the fault management database 
22. The fault recovery process then proceeds to the 
subsequent step. 

(514) The fault inquiry program 21 judges whether or not 
the cause of the fault is identified based on the fault 
management database 22. If the judgment is positive, the 
recovery process proceeds to the subsequent step. If the 
judgment is negative, the fault recovery process proceeds to 
step (S16) . 

(515) The fault inquiry program 21 informs the 
information collecting/informing program 13 of the identified 
cause of the fault. 

(516) The fault inquiry program 21 determines that the A- 
company' s middleware 11 is not adapted to the client PC 1. 

The fault inquiry program 21 thus instructs the resource 
distributing program 23 to supply the client PC 1 with a 
replacement program for the A-company' s middleware 24. The 
fault recovery process then proceeds to the subsequent step. 

(517) The resource distributing program 23 selects the B- 
company' s middleware 2 6 as the replacement program for the A- 
company' s middleware 24 with reference to the replacement 
table 25. The fault recovery process then proceeds to the 
subsequent step. 

(518) The resource distributing program 23 instructs the 
client PC 1 to uninstall the A-company' s middleware 11 and 
install the B-company' s middleware 26. Meanwhile, the 
resource distributing program 23 supplies the client PC 1 with 
the B-company' s middleware 26. The fault recovery process 
then proceeds to the subsequent step. 

(519) The uninstalling program 15 uninstalls the A- 
company' s middleware 11 from a main memory (not shown). The 
fault recovery process then proceeds to the subsequent step. 

(520) The installing program 16 installs the B-company' s 
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middleware 26, which is supplied from the server 2, in the 
main memory. 
[0020] 

When the server 2 instructs the client PC 1 to uninstall 
the A-company's middleware 11 and install the B-company' s 
middleware 26, the server 2 does not necessarily have to 
supply the client PC 1 with the B-company' s middleware 26. 
[0021] 

The replacement middleware programs stored in the 
replacement table 25 may include the manufacturer's own 
products. Further, memory-dump information may be used as the 
fault-related information. 
[0022] 

In the illustrated embodiment, the present invention is 
applied to a case in which a fault is caused when a middleware 
program is executed by a client-server system. However, the 
present invention is applicable to other cases involving other 
computer systems (a peer-to-peer type computer system, a 
stand-alone type computer system, and the like) or other 
programs . 
[0023] 

Fig. 3 is a view schematically showing a computer system 

30 that reads out a program of the fault recovery process from 
a computer-readable recording medium and executes the program. 
More specifically, the computer system 30 includes a main unit 
31, a display 32, a monitor screen 33, a keyboard 34, a mouse 
35, an external database 36, a modem 37, and a portable 
recording medium 38. The main unit 31 incorporates a central 
processing unit (CPU) and a disk drive device. The main unit 

31 instructs the display 32 to display an image on the monitor 
screen 33. The keyboard 34 is used for inputting information 
to the computer system 30. The mouse 35 points to a certain 
position on the monitor screen 33. The external database 36 
is a memory connected to the computer system 30 through a 
line, which is, for example, DASD. The computer system 30 
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accesses the database 36 thro^h. the modem 37. The portable 
recording medium 38 includes a CD-ROM and a floppy disk. 
[0024] 

The recording medium that stores the fault recovery 
program may be the database 36, which is retained by the 
program provider, the portable recording medium 38, or the 
memory incorporated in the main unit 31. The fault recovery 
program is loaded in the main unit 31 and is executed through 
the main memory of the main unit 31. 
[0025] 

[Effects of the Invention] 

As described, in the present invention, when a fault is 
caused during execution of a program, the fault recovering 
portion identifies fault-related information, which includes . 
the cause of the fault, and supplies the information to the 
program executing member. If the fault recovering portion 
cannot identify the cause of the fault, the fault recovering 
portion instructs the program executing member to use a 
replacement program for a program that causes the fault. In 
this manner, even when the cause of the fault is unidentified, 
the fault is prevented from being repeated. 
[0026] 

Further, the fault recovering portion supplies the 
replacement program, which is to be executed by the program 
executing member, to the program executing member. This makes 
it easy for the program executing member to install the 
replacement program . 

[Brief Description of the Drawings] 

Fig. 1 is a block diagram indicating a fault recovering 
process according to the present invention performed by a 
client-server system when a fault is caused. 

Fig. 2 is a flowchart indicating the fault recovering 
process performed by the client-server system when a fault is 
caused by a program that is executed by a client PC. 

Fig. 3 is a view schematically showing the computer 
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system that reads out a fault "recovery program from a 
computer-readable recording medium and executes the program. 

Fig. 4 is a block diagram showing a prior art fault 
recovery process performed by a client-server system when a 
fault is caused. 

[Description of the Reference Numerals] 
1: client PC 

11: client-side A-company's middleware, which is executed by 

the client PC 

12: monitor program 

13: information collecting/informing program 

14: client-side B-company' s middleware, which replaces the 

client-side A-company's middleware 

15: uninstalling program 

16: installing program 

2: server 

21: fault inquiry program (fault recovering portion) 

22: fault management database 

23: resource distributing program 

24: server-side A-company's middleware, which is retained by 
the server 

25: replacement table 

26: server-side B-company' s middleware, which is retained by 

the server 

30: computer system 

31: main unit, which incorporates a central processing unit 

(CPU) and a disk drive device 

32: display 

33: monitor screen 

34: keyboard 

35: mouse 

36: external database (memory connected to the computer system 
through a line, such as DASD) 
37 : modem 

38: portable recording medium 
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Fig. 2-1 



Process for Recovering Fault 
Caused during Execution of a 
Program by a Client PC. 



( Start ) 
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The monitor program 12 d 
the A company's middleware 
by the client PC 1 and 
gathering/inf or 
of the 


etects a fault caused by 
11 that is being executed 
informs the information 
ming program 13 
fault. 


\ 
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S12 



The information gathering/inf ormiag program 13 
gathers information about contents of definition 
files of the client PC 1 and information about 
the program that is being executed by the client PCI 
and supplies the gathered information 
to the serve 2 as fault-related information. 



The fault inquiry program 21 attempts to identify 

a cause of the fault corresponding to 
the fault-related information with reference to the 
fault management database 22. 
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Fig. 2- 2 




The fault inquiry program 21 informs the 
information gathering/informing program 13 
of the identified cause of the fault. 



The fault inquiry program 21 instructs the 
resource distributing program 23 to supply 
the client PC 1 with a replacement program 
for the A-company's middleware 24. 



S16 
S17 



The resource distributing program 23 selects 
the B-company's middleware 26 as the replacement 
program for the A-company's middleware 24 with 
reference to the replacemen t table 25. 

i 



The resource distributing program 23 
instructs the client PC 1 to uninstall the 
A-company's middleware 11 and install 
the B-company's middleware 26 
and supplies the client PC 1 
with the B-company's middleware 26. 
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The installing program 16 installs the 
B-company's middleware 26, which is supplied 
from the server 2, in the main memory. 
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Fig. 3 



Schematic View Showing a Computer System that Reads 
Out a Program from a Computer-readable Recording Medium 

and Executes the Program 




Fig. 4 



Prior-art Fault Recovery Process Executed by 
a Client-Server System When a Fault is Caused 
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